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Cyber-attacks are on the rise amid work from home – how to protect your business


What can organizations do to prepare then? It boils down to protecting the core: the people, processes and data that are the most critical to the organization.


Protecting people
People bring their personal habits, good and bad, into their professional lives. People who re-use passwords for different online shopping sites or use weak, easily remembered passwords (pets’ names, anyone?) tend to be similarly lax when creating or using enterprise passwords and databases. They have and will likely continue to click on phishing emails and engage (innocently or not) in potentially destructive practices.
Protecting processes
Shadow IT might be unavoidable, especially as computers might be used by many people in the home for many reasons, known vulnerabilities can and should be monitored by the organization, and communicated clearly to all employees. It might also mean that organizations provide protected and locked computers to home-bound employees that restrict them from installing software.
Protecting data
The final and most important area to protect is the organization’s data. Managers, executives and directors need to have a firm grasp on the data that the organization possesses, processes and passes on.
Cyberattacks are on the rise. Like the athlete that dresses and prepares for the weather, organizations can be proactive in continuously strengthening people, processes and data.
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Image 1: Michael Parent, Professor, Management Information Systems, Simon Fraser University
Image 2: Multi-factor authentification requires an employee to present at least two pieces of secure evidence (e.g. passwords) to access content or services. (Shutterstock)
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